THINKING OUT
CLOUD—HAS
LEGAL REACHED
THE POINT OF NO
CLOUD RETURN?
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Legal has come a long way with cloud adoption, accelerated in
an extremely short timeframe. Have we reached the point of no
return? What’s trending? What’s ending? And what does a ‘why
not cloud vs why cloud’ reality look like?

W

because of built-in security and
encryption advantages. At last, we can
say ‘why not cloud’ as opposed to ‘why
cloud’ when looking at legal technology
roadmaps.

e are always talking about
great equalizers. They can
be events, circumstances,
inventions and sometimes
catastrophes that shake everything
up, often causing destruction and
anarchy but also creating opportunities
and forcing a better tomorrow. Enter
our new remote realities and a cloud
infrastructure as the lifeline of ‘business
as usual’.

ILTA’s 2020 Technology Survey found
that 60% of all respondents were
already utilizing cloud-based email
security, followed by payroll (58%), email
(50%), eDiscovery (41%) and document
management (37%). This is a far cry
from survey results less than a decade
ago that indicated less than 30% of ILTA
member law firms even had a cloud
strategy. Today, over 95% of ILTA firms are
leveraging some sort of cloud technology.

Cloud-based platforms, including
knowledge management solutions,
document management systems,
experience management hubs, and
increasingly marketing technology
(martech) and business development
technologies, provide crucial benefits
that make it easier for legal teams to
establish a consistent and updated
account of their ‘stuff’ and collaborate
uninhibited. A ‘single source of truth,’
if you will, that can be accessed at any
time, and from anywhere, eliminating the
need for content storage and sharing in
disparate places and spaces, is now the
expectation.

With great power comes great
responsibility
According to InformationWeek’s recent
list of ‘10 IT Trends to Watch in 2021’, the
role of enterprise CIOs has expanded,
virtually overnight. When organizations
including law firms suddenly adopted
remote work models, CIOs came under
a lot of pressure to support new ways
of working. Thanks to the cloud, many
succeeded, setting themselves up for
expanded roles within their companies.

The ‘single source’ concept is no longer
a ‘nice to have’ but a bare minimum
compliance and governance requirement.
Native cloud technology solutions
that offer advanced security to keep
everything protected, that enable user
access controls and prevent malicious
actions, are becoming the default.
Security-as-a-service is not just a clever
marketing term, but a core security
posture committed to by leading legal
technology cloud platforms.
Today, law firms and corporate legal
departments, no matter how highly
regulated and sensitive the data they
keep, are seeking out cloud solutions

The initial cloud
conversation has
always been easy
Alvin Tedjamulia, CTO and
co-founder, NetDocuments
According to Gartner, by 2024, 25%
of traditional large-enterprise CIOs
will be held accountable for digital
business operational results, effectively
becoming ‘COO by proxy’. We are
already seeing firms’ and law
departments’ digital transformation
projects accelerating, with more
headlines to be made in short order.

The concept of ‘permanent’ remotes,
enabled and accelerated by the current
pandemic, is music to the ears of cloud
and edge computing enthusiasts. IDC
predicts that 60% of enterprises will
invest heavily in digitizing the employee
experience in 2021, permanently
transforming the relationship between
employers and employees. According
to IDC, in two years’ time, 75% of G2000
companies will have committed to
providing technical parity to a workforce
that is hybrid by design rather than
by circumstance. This enables working
together, separately and in real time. It’s
something that can only be achieved via
the cloud and cloud-to-cloud system
integrations.
Legal cloud realities
When considering the cloud ‘in legal’ or
really any notable innovation embraced
by lawyers, I always think first of Dennis
Kennedy. An award-winning legaltech
columnist, legaltech and innovation
advisor, adjunct law professor, infotech
lawyer, professional speaker, author and
podcaster, Kennedy has been sharing his
excitement about the cloud for lawyers
for decades.
Kennedy agrees that the cloud is finally
here to stay. ‘While there is still a lack of
solid understanding of the cloud on the
part of lawyers, the “cloud or no cloud”
debate has been over since March 2020,’
he says. ‘The move to the cloud gives
firms benefits in collaboration and in
creating a platform for great, modern
client service. Strategic movement to
cloud tools is not an area in which you
want to watch competitors pass you by.’
As Kennedy says, ‘strategic movement to
cloud tools’ is our new normal. The window
for differentiating by aggressively and
methodically going cloud-first is still open,
but not for long. Change management
has been forced on the legal ecosystem,
so all related excuses of delaying cloud
migrations have fallen by the wayside.
Carpe diem with the cloud—now.
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Productivity, useability and compliance
Firm IT leaders must streamline the
number of new systems their lawyers
and staff need to adopt, and they
need to secure. Cloud platforms
accomplish this, helping law firm
employees increase productivity without
compromising compliance.
Within the last year in particular, law
firms have realized the major advantage
of moving to a true, single instance cloud
solution which does not require migrating
or upgrading from older software
versions. That can translate to an IT
nightmare, especially in the midst of a
work-from-home (WFH) pandemic. This
is where the rubber meets the remote
road, knowing your cloud provides the
key benefit of inheritance. As the cloud
platform improves through continual
releases of updates, bug fixes and so
on, so does your firm’s instance of the
software—immediately.
The financial services cloud adoption
litmus test
There’s no better ‘coming of age’ in
the cloud story than cloud adoption
in the financial services sector. Long
considered the back of the line when
it comes to trusting the cloud with
storing and managing sensitive and
highly regulated data, financial services
organizations have come to fully
embrace the cloud as part of broader
strategic digital transformation efforts,
as well as part of working with their
clients and service providers.
Alvin Tedjamulia, CTO and co-founder
of NetDocuments, legal’s first native
cloud solution and now well-established
document and content services platform,
has spent years forging relationships
with global investment banks, making
the case for the cloud.
‘The initial cloud conversation has always
been easy,’ he says. ‘Financial services
business and activities such as online
banking, credit card processing, stock
& bond transactions, bill payments and
credit monitoring are conducted mainly
in the cloud, and have been for a long
time, so it’s squarely in the DNA.’
‘The deeper, trending reason as to why
financial services firms have become
avid cloud adopters is because modern
and mature cloud services have reached
14

It’s not good for
law firms to be
known as and
referred to as the
weak links
Dennis Kennedy, legaltech
and innovation advisor
an unparalleled level of compliance and
security which cannot be duplicated
elsewhere,’ he adds. ‘Cyber security is
fundamentally crucial for regulated
institutions and will always be a primary
requirement. The level of sophistication
and diversity of SaaS services has
far surpassed on-premises or hosted
applications because most technology
dollar investment in the past several
years has gone to the cloud.’
While just five years ago financial
institutions were vocal in their opposition
to cloud technologies, we are witnessing
that today the reverse is true. So
how, specifically, are banks, insurance
companies, investment managers and
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credit card companies leveraging cloud
services? According to Tedjamulia, the
first priority is to organize digital files in
the cloud, and afterwards expand into
further SaaS services for collaboration,
task management, content annotation,
discussions and learning from the
existing document scope. ‘In general, we
see that cloud technology deployment is
an enabler not only for the external and
online client services business, but also
for the internal legal, administrative, and
compliance work,’ he says.
Security (breaches) made me do it
Dennis Kennedy and many other experts
in and outside the legal realm are more
concerned than ever about law firm cyber
security practices. ‘The biggest lesson
firms need to learn is that they live in
ecosystems in which the security failures
of any member of the ecosystem can
adversely impact all members,’ he says.
‘The strategy, planning and approaches
need to be quite different from what
we are used to doing. Clients, especially
regulated ones, are much less willing to
accept problematic security approaches
from their outside firms than ever before.
It’s not good for law firms to be known as
and referred to as the weak links.’

At the time of writing, two Am Law 20
law firms had experienced cyber hacks
within the last month, both based on
breaches of their external file transfer
technology vendor.
Higher clouds, loftier goals
Our new remote working/WFH realities
have been a boon for technology
companies focused on the sales, service,
implementation, integration, migration
and training side of the cloud. I have
seen countless company statements
sharing record ‘new wins’ and cloudbased sales and service records. Their
hope is that the trend continues, with
a focus on tightly integrating cloud
technologies across the law firm, and
increased cashflow leading to increased
innovation and technology investment.
Jeff Alluri, principal and vice president
of consulting with Minneapolisbased Element Technologies, is a
prime example, having witnessed
unprecedented growth in his company’s
book of cloud business. ‘Q4 of 2020
was our strongest quarter on record for

cloud migration projects,’ he says. ‘Since
June of 2020, we have worked over 7,500
hours migrating law firms and corporate
legal departments to the cloud, and that
momentum has continued into 2021. We
are actively recruiting new talent to keep
up with demand.’
Meanwhile, cyber security concerns
increasingly lead to the cloud
conversation. Element’s cyber security
team, for example, receive several calls
per week from law firms and legal service
providers because their data has been
compromised, either by a ransomware
attack, phishing attack or both.
‘In a typical law firm, users are protected
by layers of security including firewalls,
antivirus and more,’ Alluri says. ‘With the
new WFH model, IT is now forced not only
to protect computers in the office but
those at home as well. Having a sound
cloud application platform is not only
vital to keeping users working efficiently,
but also to strengthening security, as
these solutions have robust auditing and
controls over the firm’s data.’

The forecast is sunny
It is with unbelievable optimism that I
can reiterate ‘yes, the cloud in legal is
here to stay!’ Dennis Kennedy points
out the focus needed on cyber security
but appreciates current progress. ‘The
good news is that in many cases, simply
getting data into cloud services, in itself,
improved the security of law firm and
client data compared to the status quo.
In 2021, priorities must be set, and real
work needs to get done.’
Jobst Elster is the head of content and
legal market strategy at InsideLegal. He
brings extensive experience in market
analysis, market research, public relations,
and product marketing to the legal
industry. He has served as a legal market
strategist for the last 21 years, advising
companies entering the legal market,
involved in mergers and acquisitions, and
expanding operations overseas. He can be
reached at elster@insidelegal.com or via
Twitter @InsideLegal
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